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Digital signatures

e Digital signatures/stampsare used to verify the authenticity and integrity of electronic
documents, including any evidence issued by and exchanged between public authorities.

e Adigital signatureiscreated usingacryptographic algorithm that bindsthe signer'sidentity tothe
document, ensuringthat it hasnot been altered or tampered with.

e Asingleauthority can ensurethat VCsare issued only to individuals who meet specific criteria,
such ascompleting adegree, paying their taxes, owning a passport,adriving licensing, or asocial
security card.

e However,relyingon asingle authority for issuing and verifying evidences can create a single point
of failure and reduce transparency.



Verifiable Credentials (VCs)

e Digital alternativesto physical documents

e Digital certificatesthat provide proof of identity, qualifications, or other attributes.

e Theycontain metadata,adeclaration of the datanature, aproof of the authenticator
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Advantages of Verifiable Credentials

e They can beissued, stored, and shared securely on ablockchain network.

e They can be verified instantly, without the need for acentral authority or
intermediary.

e They enableindividualsto maintain control over their personal dataand share it
selectively with trusted parties.

e VCshavethe potential torevolutionize the way credentials are managed, verified,
and shared in variousindustries, such aseducation, healthcare, and finance.



The role of blockchain

In acentralized approach, asingle central
authority issues and signs VCs, which can
create a single point of failure and reduce
transparency.

In a centralized approach, individuals may
havetorely onthe central authority to
verify their VCs, which can lead to delays
and errors.

In a blockchain-based approach, VCs can
be issued and signed by multiple partiesin
adecentralized network, enhancing
security and transparency.

In a blockchain-based approach, VCs can
be verified instantly and automatically by
anyone on the network, without the need
for acentral authority or intermediary.
VCs can beissued directly to individuals,
who keep the ownership and decide with
whomto share

By using a blockchain-based approach for VCs, organizations can reduce the risk of fraud,
increase efficiency, and enhance security and transparency in the credentialing process,
while also providing individuals with greater control over their personal data.



The role of smart contracts

e Smart contractsare self-executing programsthat can automate the issuance and
verification of VCs.

e They can enforcethe rulesand conditions of aVC agreement between parties, reducingthe
risk of fraud or errors.

e Smart contractscan ensurethat VCsare only issued to individuals who meet specific
criteria, for getting adegree or atax reduction.

e They canalso facilitate the sharing and verification of VCs across different organizations,
without the need for acentral authority.

e By usingsmart contractsto deliver VCs, organizations can streamline the credentialing
process, reduce costs, and enhance security and transparency.



Example - Tax filing
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Log in the mobile app

Connect to a smart contract platform that
automates the tax filing process.

Retrieve tax-related VC from the blockchain
and initiate a tax filing process using the tax
agency's rules and regulations.

Verify VC against external data sources
(employer's payroll, tax agency's databases).

The smart contract platform generates a tax
return for the tax agency to review

The tax agency confirms a tax return based
on the verification results from the smart
contract platform.

The platform calculates the tax liability or
refund, based on the tax agency's rules and
regulations, and sends the refund to Mary's
bank account.

It updates the tax-related VC with the tax
filing status and payment/refund information,
which is accessible from the mobile device.

It automatically generates a tax receipt and
stores it on the blockchain as a tamper-proof
record of the tax filing process.



What we need

e Properlyrecorded processes (mitos.gov.gr)

e Interoperability (Interoperability Center of the Ministry of Digital
Governance-KEA)

e Blockchain and smart contract technology



What we do - Moving from the strategic...
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What we do - ..

to the technical modeling
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And we need ...

A blockchain backend

- Toverify the evidences and credentials

- Tochecktheir information

- Tochecktheir validity and expiration date

- Toorchestrate the secure exchange and processing of information based on rules



Once-Only Technical System - They EU vision
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Thank you!
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