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Self-Sovereign Identity (SSI)

Brief Introductory Note



The Digital Identity Problem

...quantity over quality

Every platform makes users to enroll
themselves for accessing the services.

Reality is that multiple identities stored in
proprietary systems refer to the same
person.

These identities are based on user’s inputs
and their validation may be inaccurate or
obsolete.

Companies perform the same procedure
which is vastly costly.

Page 3



The Digital Identity Problem

There are unnecessary information that
users share for a verification.

Simple questions tend to require more
information.

‘! OVER 153

The answer to the question if a person is
adult is simply a yes or no.

Current identities require the user’s date of
birth to verify the question revealing the
actual age.

Data disclosure should be minimised to the
necessary.

Page 4



When we think of digital identity we
therefore need to see it not as a single
thing. It is rather the sum total of all the
attributes that exist about us in the digital
realm, a constantly growing and evolving
collection of data points.

EU blockchain observatory report on digital identity and blockchain
https://www.eublockchainforum.eu/sites/default/files/report identity v0.9.4.pdf



https://www.eublockchainforum.eu/sites/default/files/report_identity_v0.9.4.pdf

o)
IThe digital identity problem

ldentity Evolution

The models for online identity have advanced through three broad stages since the advent of the Internet

Phase One
Centralized Identity

‘ <SILOS>

*

Traditional “siloed” identity is simple: an
organization issues to you a digital
credential that you use to access a
service. Trust between you and the
organization is typically established
through shared secrets, usually via a
username and a password.

The IDP relationship model adds a third-
party to act as an “identity provider”
between you and the organization or
service you're trying to access. The IDP
issues the digital credential, providing a
single sign-on experience which can then
be seamlessly used elsewhere, reducing
the number of separate credentials you
need to maintain.

el
|

Phase Two
Federated Identity

<THIRD-PARTY IDP>

P

TINEXTA

Self-sovereign identity is a two-
party relationship model, with no
third party coming between you
and the organization, now
considered your “peer”. SSI begins
w/a digital “wallet” that contains
digital credentials.

Phase Three

Self-Sovereign Identity

<PEER2PEER>



Federated Identity Model

e” T

‘
|
‘e .. Account

Standards:




Pain Points

- Registration w/ Username & Password

- Weak security (low entropy)

- Password management
- Different login credentials per online service
- No control over what data is shared

- ldentity (credentials) depend on issuer liveness &
permissions

- Think: Facebook/Google ban your account
- Financial incentive to collect & sell user data:
- All kinds of privacy violations
Centralized storage of credentials:
- Hackers love it .\/
- No fault-tolerance SAML

ﬁ https://

OpeniD
Connect




‘Self-Sovereign Identity Is
the next step beyond
user-centric identity and that
means it begins at the same
place: the user must be
central to the administration
of iIdentity.’

— Christopher Allen



Self-Sovereign ldentity (SSI) Model

Distributed Ledger (Blockchain)
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Standards

Verifiable Credentials

DKMS (Decentralized Key
Management System) OASIS

®
DID (Decentralized Identifier) WSV

.
¥

N

)




SSI Architecture: Overview

Issuer Holder Verifier
Signs Issues ol resents Verifies

o cl Credential Credential Credential Signatures

Decentralized Identifiers (DIDs)

Public Blockchain or other Decentralized Network




From Physical to Digital Credentials

Verifiable [=
Credential

Issuer Verifier

Tr;t\’ 8 - @ E ‘ Trust

Blockchain technology
as a secure root of trust



;BSI & EBSI use cases

EBSI, European Blockchain Service Infrastructure

-

"4



EBSI use cases

Overview of functionalities

/

\ \

/

(

\

-

European Self-Sovereign ldentity

Implement a generic Self-Sovereign Identity
capability, allowing users to create and control
their own identity without relying on centralized

authorities.




Registration

Users can request
their own self-

sovereign identity (i.e.

users control what is
shared with whom)

Issuers can request
their registration

Use case: European Self-Sovereign Identity

Z N\

\
v/

Authentication

Users can
authenticate using a
strong authentication
online (i.e. national
elD)

Verification

Users can:

* Request / obtain / present
verifiable claims and
credentials

* Request verifiable consent /
mandate

Issuers can:
* \Verify identifications
e Suspend / revoke credentials

24




European Blockchain Services Infrastructure
eLedger Connected European Facility Project

EUROPEAN BLOCKCHAIN PARTNERSHIP
What is the European Blockchain Services Infrastructure (EBSI) 2019-20207?

EBSI

USE CASE

INFRASTRUCTURE

layer

layer

Trust Services
Connectors

¥ =]y ==
y‘_’" Y m:‘f Business application
Notarisation AP1 eSSIF API Diplomas APIs Use Case API

Identity & Access

= Common
Consent Engine
Management - i

function

Blockchain Middleware API

EBSI r J i =
e — i i

EAAHNIKH AHMOKPATIA

Yroupytio Wng

Notarisation of Documents for
Auditing Purposes

Leveraging the power of blockchain to create trusted
digital audit trails, automate compliance checks in time-
sensitive processes and prove data integrity.

Certification of Diplomas

Giving control back to citizens to validate their education
credentials, significantly reducing verification costs and
improving authenticity trust.

I

EU Self-Sovereign Identity
Framework

Implementing a generic Self-Sovereign Identity capability,
allowing users to create and control their own identity without
relying on centralized authorities.

Trusted Data Sharing

Leveraging blockchain technology to securely share data
(e.g. 1I0SS VAT identification numbers and import one-
stop-shop) amongst customs and tax authorities in the

EU.
=

2 official EBSI installations (GRNET, CERTH)

Page 18



EBSI conformant wallet & identities

EBSI requires the use of Decentralised
Identifiers (DIDs) as the cornerstone of self-
sovereign identity (SSI).

Promoting the use of openness with open
standards use from W3C. Specifically,
Credential Issuance is compliant with OIDC 4
Verifiable Credential Issuance.

Identities are a core component in every
service.

e

User Agent/Holder/Owner

tation exchange guidelines

Credential Issugnce guidelines . X
. : (based on OIDC forVerifiable Presentations and
(based on OIDC for Verifiable Credential Issuance) 0IDC Self4ssued OF v2)

Issuer Verifier

EBSI Verifiable Credentials — OpenID Connect

On January 23, CERTH’s digital wallet had its compliance report published on EBSI.

Page 19



SSI roles forming a triangle

Issuer: any entity that creates
and issues digital credentials.
They are responsible for
verifying the identity and
publish a digital credential.

Identity owner: The person who
controls the digital identity. They
decide what information to share
and whom accesses them.

.,
Verifiable Prosuptation exchange guidelines
(based on GIDC for Verifiable Presentations and
0IDC Self4ysued OF v2)
\

Verifier: any entity that
verifies the authenticity of the
document presented by the
identity owner.

Page 20



Comparing contemporary digital identities with SSI

Access

Access can phase barriers for
marginalized communities since they
are based on traditional identity
systems. SSI aims to create a system
that is inclusive and accessible to all
individuals, regardless of their
background or circumstances.

Trust

Individuals put their trust on third
parties to manage identities and
underlying data. On the other hand,
SSI have individuals to verify their
identities using trusted credentials.

01 o1

P 02
05 ’ .@

Ig:"\

04 e

Privacy

Personal information are shared with
third-parties. SSI allows individuals to
control the information to share and
with whom.

Security

Traditionally, centralised entities are a
point for attacks (hacks, data
breaches). SSI uses cryptographic
technology to secure digital identities
and prevent unauthorized access.

Interoperability

Contemporary systems’ identities are
in siloes and are not transferable. SSI
is based on standardisation for
usability across platforms.

Page 21



EBSI conformant wallet requirements

Support for the EBSI network
Compliance with EBSI standards
Secure storage of private keys
User control over data
Interoperability

Compliance with data protection regulations

Openness, security, and cross-border applicability are essential.

Page 22



CERTH/ITI Self-Sovereign Identity
(SSI)

Solution Overview & Use Cases

@ On January 23, CERTH’s digital wallet had its compliance report published on EBSI.

e



Technologies

Self-Sovereign Identities — Security, Controllability and Portability of an identity — No Central Authority

SSI Decentralized Identifiers (DIDs) - unique global identifiers, cryptographically verifiable

SSI Verifiable Credentials (VCs) - Machine-readable digital credentials, cryptographically verifiable, tamper-
proof, no need for the issuer to mediate the presentation and verification of the VC

SSI Zero-knowledge Proofs (ZKP) - prove the truthfulness or possession of a claim to a verifier without
conveying any further information about the claim itself or revealing the actual claim

Hyperledger Aries (HLA) - Shared, reusable, interoperable tool kit designed for initiatives and solutions
focused on creating, transmitting and storing verifiable digital credentials.

Hyperledger Indy (HLI) - Interoperable distributed ledger for purpose-built for privacy-preserving digital
identities.



Solution Benefits & Overview

e Itisaset of services that allow
implementing Self-Sovereign Identity
systems in order to establish digital | —
trust o ‘ |

e It allows entities to share data |
between each other in a trustworthy,

standardized and privacy-preserving | S
way | VR : oL
e Usingthese services, the entitiesare < e e ®

able to:

o Obtain secure wallets for
controlling and managing their
DIDs and VCs

o Create and use private
communication channels based
on DIDs for information exchange

o Issue, prove and verify VCs



Solution Components

e Credential Issuer Platform:
o Issue, revoke & verify credentials
o Credential Holder (Web & Mobile
Wallet):
o Receive, prove & verify credentials

Ancillary Services:

o Mediator Service
o Cloud messaging mix network
(similar to Tor).

e Verifiable Credentials Verification Service

(VCVS):
o Bridge between credentials &
OAuth 2.0 & OpenID Connect as a
service

Credential Definition

UniversityDegreeCredentialDefinition

Available Attributes

degreeTitle

® & o 0 @ o of
-

Wallet: Pharmal achyer laT




Transparent Management of
Public Accounts

Problem statement

e Time-consuming and error-prone work
involved around procurements
c@ e Fragmented process, limited use of technology,
communication silos among civil servants and
0 departments

o e Lack of transparency about timeline,
procedures, requirements and fund allocation
? e Limited citizen participation in decision making

processes

OVERVIEW

oy

- . | L- 5 l
~ KaTepINHL
= =

MUNICIPALITY OF KATERINI



Transparent Management of

Public Accounts

© Procurements
P - :f
Databases Municipality Departments Databases
. 4
sync . Sync
. : Real Time level of
’ + Timestamping Expenditure
3 - ,
< 011 =
L — Q

ss| D= Q Vv
8@ ‘ . \ 7 “‘ @
Policy Makers 5 ‘ Notifications
PP S—

= Za Municipality Financial Depa

SSlB= papas 5
Ele®@e __— D
@ Blockchain Storage
Notifications

7

Citizens

ss lé—]a :/‘?’\f’

Professionals

rtment

ACTORS

Polls and e-voting

Municipality
1. Announce Polls

Timestamping
»

_ " Blockchain Storage

5. Notifications
2. Vote at Polls
3. Propose new Areas of Interest for Polls

Ssl @'% :.;

Policy Makers
Citizens



Transparent M

Public Accounts

Hyperledger Aries
t o=

A

'

'

i

¥

CERTH 551
Cloud Wallet AP1
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Indy Netwark

Civil
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schemas, definitions &
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ransparent Management of E-VOTING
ublic Accounts

Hyperiedger
Fabric Network

Verdy publshed Trustee
refarandum, request
vote tally and result
publication

Bulletin Board
Smart Contract

Voting Service
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‘Revoke VG
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1
I i
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i
]
1

_________ Voting Rlatform Election Authority
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i s : ] referendum & ' N?t'q"fg
Citizen Custodian ' generated ballots 1 referendum
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ransparent Management of VIEWS

(Civil Servant -

ublic Accounts

Procurement Process)

PROCUREMENTS

Procurements

¥, Users
NEW PROCUREMENT
& Votings Q5
Title ¥ P - Avpe +  Status %  Outcome % Invitations ¥ Requests ¥  Quotations ¥  Approved ¥  Actions
PFrocurement . 2 procurer001&@gmail Yes °
Apr 19, 2022 Direct assignment closed 3 o 3
B Quotations 19-4-2022 P En -com
Pi it 001 il
rocuremen Apr 20, 2022 Direct assignment closed e Cial. o o) 1 o 1 Yes °
& Centracts 20-4-2022 -com
Procurement rocurer2004@mail
Apr 20, 2022 Direct assignment closed s 2 o 2 s °
& Payments 20042022 - 2 .com
P it
® wyac . ‘:::::2':“; - Direct assignment open - o o [1] °
coun
Procurement . : Yes
25042022 Apr 25, 2022 Direct assignment open - [] [] []

E Logout

Token has received funding from the Furopean Union's Horizon 2020

research and innovation programme under the Grant Agreement N® ( T k
70603 > Ioken




Transparent Management of VIEWS

(Procurer -

P u bl IC ACCO u ntS Procurement Process)

PROCUREMENTS

Procurements
[@ Procurements

Q| search
& My Quotations Title & ~ P status % Outcome % Invitations % Requests % Quotations % Approved % Actions
Date
Pracurement curerooi@gmall
@ My Account 1902022 Apr 19, 2022 Direct assignment closed ::m os 3 [ 3 EES °
Procurement N . procurerd01@gmail Yes o
Logout
(5] B 2022 Apr 20, 2022 Direct assignment closed A 1 o 1
Procurement curerzoo4@mail
[—— Apr 20. 2022 wct assignment closed P::m F ] F Lo °
Frocurement . Yes
FrER Apr 25, 2022 ect assignment open - o o o

Token has received funding from the European Union's Horizon 2020

research and innovation pragramme under the Grant Agreement N c k
70603 > Token



Transparent Management of

Public Accounts

& Token  x

B Votings

® My Account

E Logout

Polls

POLLS

Q |search...
Poll Title
Demo voting

Choose location for new fountain

State
Active

Finished

L1

Title
Expiration Date
Description

Please answer

Topic

Select a choice
to submit your vote.

Token has received funding from the European Union’s Horizon 2020
research and innovation programme under the Grant Agreement N°®
870603

Demo voting

Apr 28, 2022, 12:43:10 PM

Is this demo ok?
Yes

No

Submit My Vote

<y Token

VIEWS
(Citizen -

Evoting Process)



Transparent Management of

Public Accounts

n Citizen (citizen) Y

& Token  x POLLS ® citi

Polls

B Votings

Q| Search...
@ My Account Poll Title £ state $ ) )
Title Demo voting
Demo voting Active
[ Logout Expiration Date Apr 28, 2022, 12:43:10 PM
Choose location for new fountain Finished

Description

- Please answer

m Token has received funding from the European Union’s Horizon 2020
research and innovation programme under the Grant Agreement N° C T k
870603 ) 0 en

VIEWS

(Citizen —

Evoting Process)



Transparent Management of

Public Accounts

& Token

@ My Account

[ Logout

Polls

Q, search
Pall Title
Demo voting

Choose location for new fountain

State
Active

Finished

Title Choose location for new fountain
Expiration Date Apr 19, 2022, 12:42:10 PM
Description

choose location

Results

Foad 1 N Foad 2 Road3

Token has received funding from the European Unicn's Herizon 2020

research and innovation programme under the Grant Agreement N® c I k
870603 ) 0 en

VIEWS

(Citizen —
Evoting Process)



MOBILE APPLICATION

(Citizen —

Transparent Management of

Public Accounts

Evoting Process through Mobile
Application)

< Pols

< FPols

o

TievakhaxTied oyfpero SiadéTe To
VOKDKLRIS (05

MUKA SS| Agent

Bullt 10
babb3399.deSc-43b8-ae2d-3114350305

Title:
T evahoxTikd ogipara Siofite To
VOIKEKUPLE G0G;

Topic
@  Exedo Busopng AcTikig
KuvnTikdTnTag

& Clasing Time.
0 11/15/2022 72741 PM

-4

Toplc:
Tyedio Buboyng AcTikng
Kavnusdtnrag

Giasing Time:
MAS 2022 72741 PM

Dancription
Ta ExéSie Buampng ATTiKAG
Kwnmikatnrag (EBAK) Tou Afpou

IKOVOTIOUTOSL TIG AVAYKES yua TV
KIMTIKGTAT A AV Ry Kol ayafiiy
STV TSk Mpoeg PeAtiworn) g
naGTnTas Twhs.

H opdba spyaclas Tou ZBEAK
OAOKANDLWCE PE STITUXID TNV TIPLITI
o ayebioaed dmou amaTEqEnKe
hemTopepusg N udnoTapsvn kaTdotacn
KIVATIKGTATOS aTov Afjpe

ToweJVWzHES? _' i Kateplvng anotehel dva aTp0Tnyxe Choicas

Ta EXCf’}D Buwaowng Am“‘ﬁc_ GREBIO TIoU EKTOVELTAL JE OKOMO va A) NoSAkatn
Secrel Key ) ) ) Kevnieotnrag (ZBAK) Tow Afpou Are you sure aboul your choice? OVOTIOUTE L TIS EVRYKES Y1 TIY )
yayEXERjiHymLoNSIS4MtdUIBETIKIC3syt KoTeplyne amoteAe dva aTpaTnyixe KLV TRTE: VALY ke arpadiy B} Mngavax.

RybrgBCc

OKESLO TIoU EXTIOVELTOL PE OKOTO va
IKAVOTIBUOEL TIS aVAYKES VI TNV

G Mahn mpeg fektiwan Tng

C) Hhgktpled Nobihoto/Native

o > / ) maden tag Teodg. D) Kavéva
wedVWzHBS2 KI\'I'|'l'lKlCll'l'|l'D u’vﬁpwnlwv KL ayaBuy H opdda epyacios Tou EBAK
Pall Titk g mokn mpos fektiwon g ChOKAPLICE JE ETINTW IO TW TpUITH

T evahhakTikd oyfuata SIaBETE To
VAIROKUPLE O0g;

View Poll

nod T Tag Twhg.

H opdba 2pyaaios Tou ZBAK
ohokMPLICE HE ETITULO TV TIRLITI
fhaan axediaggal OTMou aneTiEnEnke
REMTOPEPWS N udnaTdueyn KaTaoTacn
KINTIKATNTOG 91Oy AR,

Choicas

fdon oyeSinopod drow amoTipnenke
METTTOPEEHG 1) UdHaTAPEYn KaTdoTacn
KWNTIKGTATAS oTov Afpo.

Choices

Al Nodnjate

B} Mnyavas

C) Hiextpiks Nofnhato/MNavive
D) Kavéva

You don't have a ballot for this poll

Feessult
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Track&Trace Waste Assets i

...investing in Blockchain Research and Development =
e W A(C)lC) . &0

< Produces @ .
KLEEMANN - BioEnergy | M'LO'L
Waste Producer 1 Waste recipient L
| r 9
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o | > B > Receive
’ c ’
3
| Issues E Electricity Provider
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Digital identity & Blockchain in Freight

2

order sent
for fulfillment

3

o)

00
'

major carrier picks up package(s)

1

customer
makes a
purchase

[ Y 3

‘ @ Notification to schedule delivery sent to customer

Delivery day and window scheduled by customer

7
‘ package(s) delivered .W package(s) released

when you're home for delivery

Points where tokens change wallets to ensure security of the package
during change of custody

4

package(s)
delivered
to PDP

v(®)

//I\\
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Digital identity & Blockchain in Transport

Local
Governance -
Policies

el

R .

ﬂﬂ-

Data Analytics Service

OTE Peer

Truck Company Peer

Dataports Blockchain

Port of Thessaloniki, OTE

b g,

Passengers

&

Shipping Agents

AN,
& ¢

Truck Drivers

T

International Port Authorities
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Container Pick-Up application (COREOR requests)

Iﬂ DataPorts shippingAgent]_admin| M

A& Home COREOCR Requests

- .
Booking Requests Status:

& Organization )
Al v

= Users

Profile Search

Motifications

267417517184160 Wed Feb 15 2023 11:56:00 GMT+0200 TERI GRSKG pending
224967007431873020 Tue Feb 14 2023 14:16:00 GMT+0200 AEAUH pending
389091911898521200 Wed Feb 15 2023 15:08:00 GMT+0200 ARUAQ f pending
10977544400 Wed Feb 15 2023 12:15:00 GMT+0200 TPMO 3 3 pending
3748481135400 Wed Feb 15 2023 15:04:00 GMT+0200 AEAUH 8 AHNDBORS1GVFMS3C accepted Wed Feb 152023 15:09:00 GMT+0200
577771556282687200 Tue Feb 14 2023 13:07:00 GMT+0200 AEJEA RLPS rejected Wed Feb 152023 11:38:00 GMT+0200
580813135899051800 Tue Feb 14 2023 14:16:00 GMT+0200 F rejected Tue Feb 14 2023 14:24:00 GMT+0200
672067191900588000 Wed Feb 15 2023 14:17:00 GMT+0200 AEJEA ARPMD pending
76612439512902420 Tue Feb 14 2023 13:05:00 GMT+0200 AEAIM AUADL pending

784180912650005600 Tue Feb 14 2023 18:22:00 GMT+0200 NLAMS GRSKG pending

-; ’ 7

DataPorts has received funding from the European Union’s Horizon 2020
research and innovation programme under the Grant Agreement N2 871493




Container Pick-Up application (hew COREOR

request)

kbe B B 2

»

[F] DataPorts

Home

COREOR Requests
Booking Requests
Organization

Users

Profile

Notifications

New COREOR Request
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Add New Cargo
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Blockchain in Microfinancing

BLOCKCHAIN BASED CREDIT SCORING WEB APPLICATION FOR
MICROFINANCING / loans to tokens....
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http://login.eurobank.dlt.iti.gr/
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The Commission has decided to award a grant, under

the terms and conditions set out in the Special
Conditions, the General Conditions and the other
Annexes to the Agreement, number 2020-EL-1A-
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